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Coveo Enterprise Search 6.0

SharePoint Connector

Coveo’s SharePoint connector allows users to index the information stored on a SharePoint server. The
connector can be configured to index a complete SharePoint farm or a specific list of a SharePoint Web

sites.

The SharePoint connector can be used to index content from one or multiple SharePoint servers. It allows
Coveo Enterprise Search (CES) to crawl and index the content of SharePoint farms, Web applications,
site collections, Web sites, lists, list items and documents.

The following details the features available in the SharePoint connector:

e Content indexing

o0 Indexing all SharePoint content:

Farms and Web applications;

Site collections and Web sites;

Portals, areas and area listings;

Lists, list items and list item attachments;
Document libraries and documents;
User profiles and personal Web sites.

0 Automatic site collection discovery: It is possible to configure the CES SharePoint connector
to index all site collections located on a SharePoint farm without having to list them manually;

0 HTTP over SSL (HTTPS) support: The SharePoint connector can be use to index a SharePoint
site that uses HTTPS.

e Security: The SharePoint security model is fully supported, only the results the user has access to
are returned when aquery is performed in the CES search interface.

e Liveindexing: Once live indexing is enabled on a CES SharePoint source, the SharePoint connector
automatically refreshes the content modified since the last live indexing run. This way, no more
source rebuilds or refreshes are required to keep the index up to date.

The SharePoint connector supports these versions:

e SharePoint 2003:

0 Windows SharePoint Services 2.0 (WSS 2)
0 Microsoft Office SharePoint Portal Server 2003 (SPS 2003)

e SharePoint 2007:

0 Windows SharePoint Services 3.0 (WSS 3)
0 Microsoft Office SharePoint Server 2007 (MOSS 2007)
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Requirements

e Administrative account: The crawling user must have the proper rights to retrieve the information
from the SharePoint server. For more information, refer to How to Setup an Administrative Account.

e CES SharePoint web services (optional): If you need to index a SharePoint 2007 server (WSS 3 or
MOSS 2007), or if you want to be able to use the Live indexing feature, the CES SharePoint web
services must be installed on the SharePoint server. For more information, refer to How to Install the
CES SharePoint Web Services (optional).

Installation

» How to Setup an Administrative Account

SharePoint 2003 (WSS 2 and SPS 2003)

The following table displays the minimal required permission the CES administrative account must
have to perform the specified action:

Actions to Perform Minimal Required Permissions
Content indexing Web Site Contributor

Security indexing Web Site Administrator

Personal sites and user profiles indexing, live Member of the SharePoint Administrator
indexing and site collection discovery Group or of the SharePoint server local

Administrator group.

Perform the following procedure in order to add the Web Site Contributor or the Web Site
Administrator permission:

1. Access the SharePoint Web site of the CES source starting address.

1 Microsaft Office . . .
ri-.SharePoint Portal Server 2003 My Site Site Settings Help

m Topics News Sites
r Intranet
\-SF ) Add Users: Intranet

Use this page to add users to this site, list, or document library.

Step 1: Choose Users

rou can enter e-mail addresses, user Users: COMmpanynarnesmith ;I
names (&.0.,, DOMAINYnarme), or cross-site
group names. Separate therm with
semicalons.,
[

Select users and groups

Step 2: Choose Site Groups

Choose t:E site groups you want these Site groups: [~ Reader - Has read-only access to the Web site.
users to have,
[T Contributor - Can add content to existing docurnent libraries and lists,

web Designer - Can create lists and document libraries and custornize pages in the
Web site.

¥ administrator - Has full control of the Web site.
[T Content Manager - Can create and manage areas, lists, libraries, and sites.

I~ Member - Can view and personalize portal site content and create sites,
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o~ wDN

Click Site Settings.
Click Manage Users in the General Settings section.
Click the Add Users button.

Add the CES administrative account in the Users text box, select the Contributor or the
Administrator site group and click Next >.

Perform the following procedure in order to add the CES administrative account to the SharePoint
Administrator Group:

1. Access SharePoint Central Administration (Windows Start menu > All Programs >
Administrative Tools).

A Help
f Windows SharePoint Services
s Set SharePoint Administration Group

Links_ to rel@ted Specify the Windows NT security group account to which you want to grant administrative access for SharePoint Products and Technologies.,

administration

home pages Set SharePoint Administrator Group Account Group account name:

& Windows

SharePoint Services

& SharePoint Portal
Server

Specify the Windows NT security group account to which you want to grant administrative access for companynarmeispadmins
SharePoint Products and Technologies. Merbers of this group do not have to be local administrators  Example: Domainyname
to perform administration tasks for SharePoint,

Mote that members of the local Administrators group can also perform administration tasks for
SharePoint Products and Technologies,

0K I Cancel

Click Set SharePoint administration group in the Security Configuration section. The
SharePoint administrator domain group is displayed in the Group account name text box.

Ask the domain administrator to add the CES administrative account to the specified SharePoint
administrator domain group.

Perform the following procedure in order to add the CES administrative account to the SharePoint
server local Administrator group:

1. Access the Computer Management console (Windows Start menu > All Programs >
Administrative Tools).
2. Expand System Tools > Local Users and Groups and click Groups.
Q File Action Wiew indow Help ‘;Iilﬂ

& BEXEFR| 2 E

Q Computer Management {Local) Descripkion
E@ System Toals :
@ Event Wiewer gﬁackup Cperators Backup Operators can override security restrictions For |
E Shared Folders M8 Distributed COM Users Members are allowed to launch, activate and use Distrib
El ’ Local Users and Graups gGuests Guests have the same access as members of the Users
""" (3 users gNetwnrk Configuration ... Members in this group can have some adminiskrakive priv
a Groups ([T S R S Marabmvs mF Fhim meem e boos s vmesmbe s b mcbed e
< | »ffad | i

ok~ w

Right-click Administrators and then click Add to Group.
Click Add.

In the Select Users, Computers, or Groups window, enter the CES administrative account and
click OK.

Click OK to close the Administrators properties sheet.

> WWW.Coveo.com 3




C OV e 0 SharePoint Connector: Coveo Enterprise Search 6.0

SharePoint 2007 (WSS 3 and MOSS 2007)

To extract the content of a SharePoint 2007 server, the CES administrative account must have a Full
Read permission for each SharePoint Web application to crawl. This permission is required because
the SharePoint connector uses the SharePoint Web services to access the SharePoint content, and
these Web services require the calling user to have the Web application Full Read permission to
successfully process the request. Note that the SharePoint built-in indexing service also has this
requirement. For more information, refer to the Windows SharePoint Services Search accounts
sections of the Web pages:

0 http://technet.microsoft.com/en-us/library/cc288210.aspx (WSS 3)
0 http://technet.microsoft.com/en-us/library/cc179348.aspx (MOSS 2007)

Furthermore, to crawl SharePoint user profiles and personal sites content (MOSS 2007), the CES
administrative account must also have the Read permission for the CES source starting address’ site
collection and have the Manage User Profiles Shared Service right.

Users can either let the CES SharePoint connector setup these permissions automatically or setup
them manually.

Automatic Setup

When a SharePoint source refresh or rebuild is executed, the SharePoint connector automatically

setups the required permissions for the CES administrative account:

0 The Full Read permission is automatically granted for the CES administrative account for all farm
Web applications;

0 The Manage User Profiles Shared Service right is automatically granted for the CES
administrative account (MOSS 2007 only).

Requirements:

o The CES SharePoint Web services must be installed on the SharePoint server. For more
information, refer to How to Install the CES SharePoint Web Services (optional);

o0 The CES administrative account must be a member of the SharePoint farm administrator's
group;

0 The CES administrative account must have the Read permission for the starting address’ site
collection.

Perform the following procedure in order to manually add the CES administrative account to the
SharePoint farm administrator's group:
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1. Access SharePoint 3.0 Central Administration.

Central Administration
% Central Administration

Operations | Application Management @

Central Administration = Site Sekktings = Permissions = Add Users

Add Users: Central Administration

‘Welcome Administratar = | My Sike | My Links < |

Use this page ko give new permissions,

Add Users Usersfaroups:

‘fou can enter user names, group names, or e-mail addresses, Separate

companynamehjsmith
thiem with semicolons,

Add all authenticated users

8

Give Permission Give Permission
Choose the permissions you want these users ta have, You can add users
to a SharePoint group {which is already assigned to a permission level), or —
wou can add users individually and assign them to a specific permission I Farrm Administratars [Full Control] LI

level, ‘Wigw permissions this group has on sites, lists, and items. ..

& add users to a SharePoint group

SharePaint groups are recommended as they allow For ease of permission € Give users permission diectly

management across mulkiple sites. I Full Contral - Has Full contral,

[ Design - Can view, add, update, delete, approve, and
cuskomize,

= Contribute - Can view, add, update, and delete,

= Read - Can view only.

Ok Cancel

Click Operations.

Click Update farm administrator's group.

Click New.

Add the CES administrative account, select Farm Administrators [Full Control] and click OK.
Perform the following procedure in order to manually add the Read permission:

1. Access the SharePoint site collection of the CES source starting address.

Intranet

ﬁ Intranet

E Blog | allistTypes Site Actions ~

Intranet = Site Settings = Permissions > Add Users

Add Users: Intranet

(SR NNANN

‘Welcome Administrator = | My Sike | My Links = | @

Ise this page to give new permissions.

Add Users Usersjiaroups:

You can enter user names, group
names, or e-mail addresses,
Separate them with semicolons,

companynameyjsrith

Add all authenticated users a_, G

Give Permission Give Permissian

Choose the permissions you wank

€ add users ko a SharePaink grou
these users ko have, You can add S

users ko a SharePoint group | Intranet Members [Contribute] ;l
{which is already assigned to a Vigw permissions this group has on sites, lists, and items. ..
permission lesel), or vou can add & i ission direct]
users individually and assign them & USErS permission directhy
ta & specific permission level, [~ Full Control - Has Full contraol,
ShareFoint groups are [T Desian - Can view, add, update, delete, approve, and
recommended as they allow for cuskamize,
ease of RErMISIon management [T Conkribute - Can view, add, update, and delete.
across multiple sites,

¥ Read - Can view orly,

oK Cancel |
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Actions and select Site Settings.

permission and click OK.

Manual Setup
Perform the following procedure in order to manually add the Full Read permission to the CES

administrative

account for all farm Web applications:

1. Access SharePoint 3.0 Central Administration.
2. Click Application Management.
3. Click Policy for Web application.

Click Advanced Permissions in the Users and Permissions column.

Click New.
Add the CES administrative account, select Give users permission directly, then the Read

Central Administration

Home | Operations

See Also

= Manage Permission
Palicy

Wiew All Sike Content

Central
Administration

= Cperations

= application
Management

Shared Services
Administration

= Defaulshared3ervices

& Recycle Bin

% Central Administration

Application Management

wWelcome Administrator » | My Site | My Links | (@

Central Administration = application Management = Policy for Web Application = Add Users

Add Users

Weh Application

Zone
The security policy will apply to requests made through the specified zone.

Choose Users

‘fou can enker user names, group names, of e-mal addresses, Separate
with semi-colons.

Choose Permissions
Choose the permissions you want these users ta hawve.

Choose System Settings

Systemn accounts will not be recorded in the User Information lists unless
the account is directly added to the permissions of the site, Any changes
made by a system account will be recorded as made by the system instead
of the actual user account,

web application: http:// moss2007 /

Zone:
(Al zanes)

Lsers:

site Actions -~

gcmmpanyname\jsmith

Permissions:

I~ Full Contral - Has full contral,

¥ Full Read - Has Full read-only access,

[T Dervy ‘Write - Has no write access,

[T Derty &l - Has no arcess.

™ Account operates as System

8 @

< Back Finish

4. For every

Web application to crawl:

» Click Add Users.

= Select (All Zones) and click Next >.

= Add the CES administrative account, select the Full Read permission and click Finish.
Perform the following procedure in order to manually add the Read permission:

WWW.COVeO.C
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1. Access the SharePoint site collection of the CES source starting address.

Intranet ‘Welcome Administrator = | My Site | My Links = | @
fi#fl Intranet

E Blog  AllListTypes Site Actions ~

Intranet = Site Settings > Permissions = Add Users

Add Users: Intranet

|Jse this page to give new permissions.

Add Users UsersEroups:

You can enter User names, group cormpanynameyjsmith
names, of e-mail addresses,
Separate them with semicolons,

Add all authenticated users 8

Give Permission Give Permission

Choose the permissions yau want
these users ko have, You can add -
users ko a SharePaint group I Intranet Members [Contribute] LI
twhich is already assigned to a Wiew permissians this group has on sites, lists, and items. ..
permission level), or wou can add
users individually and assign them

" add users to a SharePoint group

% Give users permission direckly

to @ spedific permission level. I~ Full Contral - Has Full contkral,
SharePoint groups are [~ Design - Can view, add, update, delete, approve, and
recommended as they allow For customize,

ease of permission management

acrass multiple sites. [T Contribute - Can view, add, update, and delete.

W Read - Can view only,

a4 Cancel

Click Site Actions and select Site Settings.

Click Advanced Permissions in the Users and Permissions column.

Click New.

Add the CES administrative account, select Give users permission directly, then the Read
permission and click OK.

Perform the following procedure in order to manually add the Manage User Profiles Shared Service
right (MOSS 2007 only):

1. Access SharePoint 3.0 Central Administration.

Shared Services Administration: DefaulSharedServices Wielcome Administrator = | My Site | My Links = |

g shared Services Administration: DefaulSharedServices I I

Shared Services Administration: DefaulSharedServices = Manage Permissions

Add Users/Groups: Shared Service Rights

a kv

Wigws &ll Sike Content

Back ta Central This pane is not encrypted for secure communication, User names, passwords and any other information will be sent in clear text,
Administration Far more information, please contact vour adrinistrator.
Shared Services E‘Ehoose Users Users/Groups:

Administration companynameijsmith
‘ou can enter person names, group names, of emai addresses. Separate them with semi- pany g

= DefaulSharedServices colons.
5] Recycle Bin 8, @
Personalization Ech issi
oo0se Permissions ;
Services Permissions [T Create personal site

My Site Host Choose permissions to assign ko these users/groups. If wou add a user that already exists, ™ use personal features
Yaoirefans that user's rights will be averwritten,

Permissions ¥ Manage user profiles

My Site Reader r Manage audiences
Permissions

r Manage permissions

r Manage usage analytics

Save I Cancel
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Click Shared Services Administration.

Click the shared service link hosting the user profiles and personal sites data.
Click Personalization service permissions.

Click Add Users/Groups.

Add the CES administrative account, select the Manage user profiles permission and click
Save.

o gk wd

How to Install the CES SharePoint Web Services (optional)
Installing the CES SharePoint Web services on the SharePoint server provides many advantages:

o0 SharePoint 2003:

= Enables the SharePoint connector live indexing functionality;
= Enables the indexing of Area Listing HTML content;
= Enables the SharePoint site collections discovery.

0 SharePoint 2007:

= Enables the indexing of content security;
= Enables the automatic CES administrative account setup;
= Enables the SharePoint site collections discovery.

Perform the following procedure in order to install the CES SharePoint Web services on a SharePoint
server:

1. Launch the CES installation kit on the SharePoint server.
2. Inthe Select Setup Type page, select Custom.
= For SharePoint 2003:
a. Unselect all features except for SharePoint 2003 Search Interface.

i'él Coveo Enterprise Search 6.0 Installation

Installing Folders

Specify where toinstall program components, c O V e o_

Click on an icon from the Following lisk to modify the way a Feature is installed,

....... e ;I —Feature Description

_______ W | Remate Converter Inkegraktes Coveo Enkerprise

e Search with SharePoint 2003,
------- ¥ -| Console

------- = Search Interface

i W v | DeFaulk Szarch Interface
CES 4 Campatibility components
SharePoint 2 arch Interface
SharePoint 2007 \Web Service

| »

< Back I Mexk = I Cancel

Click Next >.

In the Search interface server field, enter the name of the CES server. It is possible to
enter any server name if you do not have a search server or you do not want to use a
CES search server in the SharePoint search interface.

WWW.COVeo.com 8
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d. Inthe Integrate to the pages in the SharePoint 2003 database field, select whether to
add the Coveo Search Bar to all the SharePoint pages stored in the SharePoint
database. It is possible to disable this functionality if you only want to install the CES
SharePoint Web services.

e. Click Next >.

f. Click Install.

g. Click Finish.

= For SharePoint 2007:

a. Unselect all features except for SharePoint 2007 Web Service.

b. Click Install.

c. Click Finish.

How to Configure a User Identity based on an Administrative Account (optional)

Once the connector’'s administrative account has been setup, configure a CES user identity if the
administrative account is different than the CES service log on account:

In the Administration Tool, access the Administrators page (Configuration > Security).

In the left navigation pane, click User Identities. The User Identities page is displayed.

Click = Add . The Modify User Identity page is displayed.
In the Name, User and Password fields, enter the credentials of the administrative account.

If the SharePoint server is accessible through HTTP over SSL (HTTPS), select the Use client
certificate checkbox and to select a certificate from the list.

6. Click k3 Save

abrw dE

€3 Security - User...

Name é_;::ompanyname;\jsm-it-ﬁ
User ;'_c:ompan',rname\jsmith
Password f_-.uu
Options [[]Suppert basic authentication
Client certificate [[Juse client certificate

Store

Certificate
Used By

How to Index a SharePoint Source
A SharePoint source can index SharePoint 2003 content, SharePoint 2007 content or both.

1. Inthe Administration Tool, access the Sources and Collections page (Index> Sources and
Collections).

In the Sources section, click = Add The Add Source page is displayed.
Enter the appropriate values of the selected Microsoft Exchange server.

WWW.COVeo.com 9
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Field Description Example
Name Any descriptive name. SharePoint Sites
Source Type The connector used by this SharePoint
source.
Addresses List of starting points for the To index the content of a SharePoint site
connector, one address per line. and its subsites, enter the SharePoint site
URL. For example:
http://server/
http://server:8080/sites/Support/default.as
pX
https://server/
To index the content of a SharePoint list,
enter the SharePoint list URL. For
example:
http://server/Document Library/
http://server:8080/sites/Support/Lists/Con
tacts/Allltems.aspx
Rating Specifies whether documents Normal
from the source should receive a
higher or lower ranking than
average.
Document Types  Indicates which document type Default

Fields

SharePoint

Refresh Schedule

Index personal
sites

Index user
profiles

WWWw.coveo.com

set is used to index the source.

Indicates which field set is used to
index the source.

Indicates which SharePoint
references set is used to index
the source.

Indicates which refresh schedule
is used to update the source
content.

Indexes all the personal sites
linked to the SharePoint portal.
Note that this option is selected
by default.

Indexes all the SharePoint portal
user profiles. Note that this option
is selected by default.

Default Scheme

Default

For more information on how to configure
the way SharePoint documents are
indexed, refer to What Are SharePoint
Reference Sets.

/[*Every day (everyday at 12 A.M).
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Index subsites

Index the
document's
metadata

Generate a
cached HTML
version of indexed
documents

Generate a
cached mobile
HTML version of
indexed
documents

Open results with
cached version

SharePoint Site
Discovery

WWWw.coveo.com
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Indexes subsites recursively,
starting with the main addresses
and proceeding to deeper levels
until every document has been
indexed. Note that this option is
selected by default.

Indexes metadata (e.g.
modification date and author of
documents). Note that this option
is selected by default

Produces a Quick View of
documents. Note that this option
is selected by default.

Produces a Quick View for the
mobile devices of documents.
Note that this option is selected
by default.

Displays the Quick View instead
of the actual document when a
title is clicked in the result list. The
purpose of this option is to
prevent accidental document
modification. Note that Generate
a cached HTML version of
indexed documents must be
selected in order for Open
results with cached version to
be available; moreover, it is not
selected by default.

Specifies which SharePoint site
collections to index.

If http://intranet/pages/ is the main Web
site and Index subsites is selected, the
http://intranet/pages/news/ and
http://intranet/pages/news/2007/ Web
sites are also indexed.

Index only starting addresses: Indexes
only the sites (and subsites) whose
addresses are entered in the Addresses
field.

Index the starting addresses and all
sites listed in the Portal Site Directory:
Indexes the sites (and subsites) whose
addresses are entered in the Addresses
field as well as all sites, related to these
addresses, listed in the portal site
directories.

Index the Web application of the
starting addresses: Indexes all site
collections of the Web applications
(virtual directories) related to the starting
addresses. Note that CES must be
integrated to SharePoint; otherwise, the
connector is unable to locate the site
collections of the Web applications
(virtual directories).

11
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Index all the Web applications having
the same host name: Indexes all site
collections of all Web applications (virtual
directories) related to the starting
addresses, as long as the Web
application has the same host as its
related starting address. Note that CES
must be integrated to SharePoint;
otherwise, the connector is unable to
locate all Web applications (virtual
directories).

Specifies the crawling accountto  To use the CES service log on account,
use. select (none). To use a specific

administrative account, select if from the
list of click Add. For more information
concerning the administrative accounts,
refer to How to Configure a User Identity
based on an Administrative Account

(optional).

4. Click P Save and Start

It is also possible to configure more crawling option in the source Advanced tab.

Field

Description Example

Index hidden lists and
their items

Index redundant issue
list items

Index survey
responses

WWWw.coveo.com

Specifies whether hidden lists should
be indexed or not. SharePoint uses
hidden (or internal) lists to store non
content information, such as Web
parts, workflows state, etc. These lists
and their list items are not indexed by
default.

Specifies whether redundant issues
should be indexed or not. When an
issue is updated in a SharePoint issue
list, SharePoint creates a new issue
item, leaving the old one unchanged.
These redundant old issues are not
indexed by default.

Specifies whether survey responses
should be indexed or not. When
someone responds to a SharePoint
survey, this response is stored as a list
item into the survey list. These
responses are not indexed by default.
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Index documents
uploaded with
WebDAV

Disable cookies

Expand sites and lists
before applying filters

Use the author
extracted from the
document instead of
the SharePoint author

Enable Microsoft
Office integration

WWWw.coveo.com
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Specifies whether orphan documents
should be indexed or not. Using the
WebDAV functionality, it is possible to
store documents that do not belong to
any SharePoint document libraries.
These documents are indexed by
default.

Specifies whether the connector
should use the cookies sent by the
crawled site. The cookies are enabled
by default.

Specifies whether the connector
should retrieve the SharePoint Web
sites and list children before applying
the source filters. This option is
required to index a specific part of a
SharePoint Web site or list. Note that
enabling this option slows down the
connector as it retrieves all children of
all Web sites and lists from SharePoint
and rejects filtered document just
before indexing them. This option is
disabled by default

Sometimes, a document SharePoint
stored in a SharePoint documents
library has two different authors, the
author of the document stored in the
document properties and the author
stored in the SharePoint database,
which represents the person who has
modified or added the document into
SharePoint. In such case, CES uses
the SharePoint author instead of the
document author. Use this option to
modify this behavior.

A side effect of selecting this option is
that the CES SharePoint search
interface cannot link the search result
author to the SharePoint user, as the

document author may not be a
SharePoint user.

Specifies whether MS Office
documents should be opened with MS
Office directly using SharePoint
ActiveX when the search result is
clicked. If this option is not selected,
the document is opened normally.

If http://intranet/ is the main Web
site, http://intranet/pages/* is the
only source include filter and
Expand sites and lists before
applying filters is selected,
http://intranet/pages/ and
http://intranet/pages/news/ Web
sites are indexed. If Expand
sites and lists before applying
filters is not selected, nothing will
be indexed as http://intranet/ will
be filtered out.
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Server Name Alias

Priority

Disable advanced text
layout analysis for
PDF documents

Disable advanced
duplicate document
filtering

Conversion Timeout
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Specifies a server name that overrides
the one from which documents are
downloaded in the index. This is useful
to have query results point to another
server as the one used for indexing.

Specifies the download process
priority.

For better content indexing, CES can
analyze PDF documents in order to
identify text columns and restore
appropriate content ordering. This
process can be disabled to save CPU
resources while indexing.

Disables the filtering of duplicate
documents in order to save CPU
resources and speed up indexing. The
purpose of this advanced filtering is to
display only one copy of each
document in the result list. Note that
the filtering of duplicate documents is
enabled by default.

Determines the number of minutes
after which the converter proceeds to
another document even if the
conversion is not complete (the
document for which the conversion has
not been finished is considered
corrupted). By default, the conversion
timeout is of 10 minutes; however it is
suggested to increase it to 30 minutes
or even 60 minutes, when converting
large audio video files.
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